A HOME
NETWORK

COMMUNICATION

Look at your personal network and
research the origins of Bluetooth

Wireless and wired networks
IP addresses

Using apps to find out what devices you have on
your network and create a network diagram

PERSONALLY YOURS

Investigate the devices in your home network
and understand the role of the router

DIAGRAM

A HOME NETWORK
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Investigate IoT and look at security issues

A Smarter Home: Emerging Technologies

Each year we run a brilliant summer project
to get you thinking about what you will be
doing in the autumn at Shrewsbury Colleges
Group.
Information technology is one of the fastest
moving industries and IT jobs are well paid
and in demand. Recruiters said skills in
cybersecurity, cloud, data analytics, Internet
of Things and converged infrastructure are
the highest value.
Digital transformation is driving the industry
and your course with us will help you on the
path to getting the job of your dreams.
This summer we are investigating the smart
home and Internet of Things (IoT)

INTRODUCTION

5 6

6 weeks of summer to get
you thinking about your
course

How to use this document:
1) Read through the whole document
2) Type the answers into the Word document and email to
kirstenh@shrewsbury.ac.uk

Do you have a wired or
wireless router or do you
connect via your phone or a
mobile phone dongle?
Are your router and modem
combined into a single device
or are they separate?

Task 1: What
internet-enabled
devices do you
have? TVs,
mobiles, consoles,
computers, iPads
- is there anything
else?

STEP 2 - The router, at least the
common home network device
that is usually called a router, is the
piece of network hardware that
allows communication between
your local home networkand the
internet.
The router used in home and
small networks is more accurately
called a residential gateway as
it combines the functionality of
several network interconnection
devices.

Task 2: Research the
list of functions that
your own router
has.
TIP: search for your router’s manufacturer and model
number.

SPEED
Task 3: HOW FAST IS YOUR
HOME NETWORK?

Do a speed test and find
out the download, upload
and ping from your device.
What about from a different
device?

speedtest.net

HOME NETWORK

STEP 1 - Let’s find out what the
basic devices are on your home
network.
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Task 1: Find
out more
about your
Personal Area
Network and
the other
technologies it
uses

https://bit.ly/2YnaIpD

STEP 2 - Bluetooth is a short-range
communications protocol. Devices
such as Airpods use Bluetooth to
create an enclosed network which
only encompasses two devices.
Your phone can handle multiple of
these connections at once.

TASK 2: What
is Bluetooth?
Find out one
interesting
fact about
Bluetooth. How
did Bluetooth
get its name?

PERSONALLY YOURS

STEP 1 - You carry around a
network with you everywhere
you go; this is the network
your mobile phone controls
and we are going to take a
deeper look. The network that
only works a short distance
away from your phone is your
Personal Area Network or PAN
and it works on a range of
technologies; the one you will
all have heard of is Bluetooth.
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Task 1: Find out
how wired devices
communicate
between each
other and your
router
Task 2: Find
out how
wireless devices
communicate
between the
device and the
router

https://bit.ly/2YZ0cEa

STEP 2 - Now let’s look at IP
addresses in more detail. Internet
Protocol Addresses come in two
flavours. IPv4 which are the ones
that you may have seen before
and IPv6.
On your home network
your router will have a static
(unchanging IP address) but your
devices may be given either static
or temporary addresses.
It helps traffic flow between
computers because each one has
its own IP address. The IP address
assigned to your PC on a network
is a local address.
Local IP addresses start with
192.168 and 10.0.

Task 3: What is the
difference between
IPv4 and IPv6
and how do your
devices get an IP
address?

COMMUNICATION

STEP 1 - In order to have
a network your devices
communicate using a set of
protocols that are specified by
the IEEE. These protocols are
different depending on the
needs of the devices and the
conneection method.
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Task 1: Use Net
Analyzer on your
mobile device to
identify the devices
on your network
Task 2: What
devices were you
surprised to see
on your network
and why? Can you
figure out what

STEP 2 - Another skill that is
essential in IT and Computing is
communication both with your
colleagues and your clients. One
of the ways in which you can do
this is by creating a diagram to
display your findings. This can
be done online or on a piece of
paper.

Task 3: Using
Lucidchart or on a
piece of paper draw
your home network
with the router in
the centre, list the
IP address and
name if given.

they are for?
https://www.lucidchart.com/

https://techet.net/netanalyzer/

DIAGRAM

STEP 1 - Using technology
to evaluate your network. In
industry, professionals use a
range of tools to assist them
in monitoring a network.
Network analysis uses a
program to send out ICMP
and other packets of data and
then evaluate the responses to
create a connection map.
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Typically, home devices are
managed directly or via a cloud
interface although industrial
and corporate devices are
increasingly using edge or fog
computing to reduce latency
and bandwidth consumption
from (up-to) millions of
devices, and improve real-time
decision making. Although
there are tradeoffs in terms
of reduced processing power
available for deep learning at
cloud speeds.

Task 1: Read
article and
summarise the
security issues
that can arise with
IoT devices

https://zd.net/2CpmN5l

STEP 2 - Due to the small form
factor and low cost components
needed to build IoT devices, they
are becoming increasingly more
prevalent and are supporting
many different sectors including:
*
*
*
*
*
*
*
*

Manufacturing
Education
Health
Utilities such as water & electicity
Retail
Science and research
Health
& many others.

Task 2: Look for
recent stories in
the news about
IoT. Summarise
what you find and
include the link as
a reference in your
document.

INTERNET OF THINGS

STEP 1 - The Internet of Things
or IoT is a new class of devices
which include webcams, lights,
garage openers, alarm systems,
refridgerators, washing
machines and many more
devices in the home that can
be connected to the network
and controlled through a
Graphical User Interface (GUI).
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There is just one final task to
complete.
Well done for getting this far.
You have developed skills over
the past 6 weeks which will
help you on the next step of
your journey. See you soon!

The IT team
at Shrewsbury
Colleges Group

STEP 1 - IT is an ever changing
landscape, full of incremental
changes and monumental discoveries. For the final task you are
going to investigate emerging
technologies and get a glimpse
of the exciting new world which
awaits you.

TASK 1: Read the
article and write a
paragraph about
the emerging smart
home technologies
that you are most
excited about

https://bit.ly/37Rw5mk

EMERGING TECHNOLOGIES

You have made it to the last
week before we finally welcome
you onto your course.
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List of Free
Recommended
Software
Adobe XD - UI Layouts/Web Layouts
https://www.adobe.com/uk/products/xd.html

Visual Studio Code - Web design
https://code.visualstudio.com/

Visual Studio Community - Programming
https://visualstudio.microsoft.com/
(select community option in download)

When you start your course, you will get a college login
which will enable you to download the Microsoft 365 suite
on your home PC.

Please note you should only install software if you are the owner
of a device or have permission of the owner. Ensure you read
the system requirements and get advice from a professional if
necessary. Shrewsbury Colleges Group accept no liability for any
issues caused by installing the above sofware.

